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Digital Signature

and how to trust electronic certificate in PDF file

According to ELECTRONIC TRANSACTIONS ACT B.E. 2544 (2001), any document
generated and/or transmitted via electronic channel as PDF file, company needs to provide a
supported system and mechanism to secure data integrity and ensure genuine of the
document.

In order to comply with regulation, document made by Registrar Office, Thamsmasat University

will show company name and company seal and OR Code on the PDF file, along with a digital

signature certified by trusted 3rd party entity (SECTIGO Company Limited), The PDF with digital
signature assures genuine and integrity of the document content.

This document provides instruction how to verify and trust the electronic certificate
with PDF reader application (Adobe Reader) and verify document by QR Code via mobile
application android or iOS.
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How to

trust electronic certificate

1. Open PDF file with digital signature \Jalud PDF fiflaneiduiines

2. Open Certificate detail \Unsngavidunlususesdiannsaiing

3. Check Certificate summary and detail #5339@0UT0LANINTLLAYI1EAZLDEAVDILUTUTES
ddnnsednd

4. Step to trust electronic certificate Tunaunisiinda (trust) Tususesdidnnseind

5. Check PDF with trusted certificate and digital signature #373g@aULN#1S PDF fflususes

& aa AV vo v
waraUURINeaNtASUNITIANGLA

Remark — This guideline uses Adobe Acrobat Reader Xl release as an example of PDF reader

application in general.




1. Open PDF file with electronic certificate : td a'lWa pdf fidlususes
duannsading

When you open PDF file with untrusted digital signature, you may see a message about
the signature in PDF reader application. In order to remove this message, you need to trust
the electronic certificate according to the following steps.

dewWalud POF Afaedufdnoafidlilisunislinga (trust) aueaiutenuiieadu
aeduiimeatuuanslulusunsuswing POF Ssfanfonisladonuiioud audesduiuns

Fumaulinnglalususesdidnnsatindaudunousaludl




2. Open Certificate detail : Wasiwazidealususasdiannsaiing

You can see more detail about digital signature by:

anannsndaneazdesluiusedidnnsedndldnudunoudelui:
1 Click on Signature side-bar button

2 Click on the digital signature record to expand more detail
3 Click on Signature Details

4 Click on Certificate Details




3. Check Certificate summary and detail : mmﬁau%’agamwsfammx

snvaziduavaslususasdiannsaiing

You can verify electronic certificate validity and issuer by checking summary and detail
of the certificate.
ANAINITOATIVAOUAIINYNABIVEITBYA waziunveslususesdidnnseind lnensivaeu

ToyannsuuLazazideavedluiuses

Certificate Summary:

- Owner
Office of the Registrar
Thammasat University
- lIssued by
Sectigo CA

- Validity period




Certificate Details:

- SHA1 digest of public key
3F4B4A1DC6926D88599D
OE8E2FAC15B2F721BD10




4. Step to trust electronic certificate : Junaunisiinnglalususes
a & a 4
atannIvdund
4.1 Click on ‘Trust’” tab

4.2 Click on ‘Add to Trusted Certificate...”




4.3 Click ‘OK’ button to confirm trusting certificate




4.4 Click ‘OK’ button to confirm trusting certificate for document with digital

signature

4.5 Close all dialog box and restart pdf reader application



5. check PDF with trusted certificate : ns298@ULNa1s PDF falususasil

Tasunstinngla

Once electronic certificate is trusted, please restart the application and open PDF with
digital signature again. Now the PDF reader shows signature panel as trusted signature.
delususesdidnnsedndlafunslindandvelvigaidalusunsuswind POF uazilalnsl

nase aznuinusunsusulid PDF wanstaaunatoduianealasuainulinngdanda




How to verify QR Code

Download wasfnsauaunaiad TU Docverify 310 App Store uag Play Store
Download and install TU Docverify application from App store and Play Store
. 19lUsunss TU Docverify dunu QR Code UULaN&NS

Use TU Doc verify to scan QR Code on document




3. M5298aUN15UaauLUad QR Code laangdaiuzinansluwaunandu

- Verified QR Code = %’aga‘lu QR code gnﬁ'aa




- Expired QR = fayalu QR code Ligndavizavianaiy

4. Wisuisutayauuuaunaiaduiuenas

Verify data between TU docverify application and Document
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